When using quantum key distribution (QKD), one of the trade-offs for security is that the generation rate of a secret key is typically very low. Recent works have shown that using a weak coherent source allows for higher secret key generation rates compared to an entangled photon source, when a channel with low loss is considered. In most cases, the system that is being studied is over a fiber-optic communication channel. Here a theoretical QKD system using the BB92 protocol and entangled photons over a free-space maritime channel with multiple spatial modes is presented. The entangled photons are generated from a spontaneous parametric down conversion (SPDC) source of type II. To employ multiple spatial modes, the transmit apparatus will contain multiple SPDC sources, all driven by the pump lasers assumed to have the same intensity. The receive apparatuses will contain avalanche photo diodes (APD), modeled based on the NuCrypt CPDS-1000 detector, and located at the focal point of the receive aperture lens. The transmitter is assumed to be located at Alice and Bob will be located 30 km away, implying no channel crosstalk will be introduced in the measurements at Alice's side due to turbulence. To help mitigate the effects of atmospheric turbulence, adaptive optics will be considered at the transmitter and the receiver. An eavesdropper, Eve, is located 15 km from Alice and has no control over the devices at Alice or Bob. Eve is performing the intercept resend attack and listening to the communication over the public channel. Additionally, it is assumed that Eve can correct any aberrations caused by the atmospheric turbulence to determine which source the photon was transmitted from. One, four and nine spatial modes are considered with and without applying adaptive optics and compared to one another.
INTRODUCTION
The use of quantum key distribution (QKD) allows two parties, Alice and Bob, to generate a shared secure key at a distance, with no information leaked to an eavesdropper Eve. 1 The generation rate of the secure key is slow compared to current communication speeds. There are multiple QKD protocols that can be employed, such as the standard BB84 protocol, the E91 protocol, and the decoy state protocol, each with their own advantages and disadvantages for the channel under consideration. This paper considers the BB84 protocol using entangled photons. It has been shown that using an entangled photon source allows channels with higher losses to be used 2 and lower information leakage from multiple-pair photon signals. 3 One method that has been presented to increase the secure key generation rate is the use of multiple spatial channels. In previous works, it has been shown that using multiple-spatial modes improved the generation of the secure key for the standard BB84 protocol state protocol using a weak coherent source.
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By using a free-space optical (FSO) channel, the addition of atmospheric turbulence causes additional beam divergence and spread of the focused spot at the receiver. With multiple spatial channels, as the focused spot spreads, crosstalk is introduced between the channels. To help mitigate the effects of turbulence, adaptive optics (AO) can be used. Previously it has been shown that correcting the first 22 Zernike polynomials showed significant improvement to the quality of the transmitted beam over a 1 km near ground path. 6 For classical communications, AO have been shown to increase the coupling efficiency of a FSO to optical fiber and that the capacity of FSO channels can be increased. 7, 8 AO has also been used as a spatial filter for a QKD system Altitude Em] 50 between a ground station and satellite, allowing the system to operate during the daytime. 9 Using a spatial light modulator to pre-correct the beam has also been studied for a QKD system with multiple spatial modes. 5 AO may be placed at the receiver (RX AO) to post-correct the wavefront, or at the transmitter (TX AO) to pre-correct the wavefront. Both options are studied here. AO requires a guide beam (GB) to pass through the same turbulence as the data beam, allowing the wavefront distortion introduced by the turbulence to be measured. This measurement is performed using a wavefront sensor (WFS), then a deformable mirror (DM) is used to modify the wavefront. In our system, a Shack-Hartman WFS is assumed with a 12 × 12 sub-aperture array of lenses. The DM consists of a 12 × 12 grid of actuators, correcting the first 56 Zernike polynomials.
SYSTEM DESIGN
The system under consideration consists of a 30 km path over a maritime channel, where the transmit/receive apertures are located 50m above the water. Each spatial mode contains a PPLN photon source operating at a wavelength of 1550nm, producing an average number of photons, µ. The index of refraction structure function, C 2 n , and extinction ratio, α (km −1 ), are presented as functions of height in Figure 1 , and the path average values are presented in Table 1 , for the 10%, 50% and 90% occurrence. To simulate the propagation of the wavefront through the turbulent channel, the Andrews model 11 is used with an inner scale, l 0 = 5cm, and the outer scale, L 0 = 10m. Using the Rayleigh-Summerfeld transfer function and 12 phase screens with a separation of 2.5 km the effects of the turbulence are modeled, on a 4096 × 4096 grid with a length of 8 m. Both the transmitter and receiver are assumed to have 75 cm apertures with a focal length, f , of 1.5 m. The entangled photon sources and detectors are assumed to be located at the focal plane of the lenses. The spatial configuration of the source considered are: a single channel on optical axis, a 2 × 2 array of sources equally spaced from the optical axis and each other, and a 3 × 3 array of sources with the center source on the optical axis. The pitch between entangled sources is 12.5 µm. The wavefront leaving the transmit aperture for each source, has a tip/tilt applied corresponding to the pitch from the optical axis in the x and y direction, p x and p y , given by
where P (X, Y ) is the pupil of the aperture. In the absence of turbulence the center of the beam will no longer be located at the center of the receive aperture, reducing the percentage of the beam entering the aperture. Additionally, the focused spot will also be elongated due to the aperture not being fully illuminated, as shown in Figure 2 , for the 2 × 2 and 3 × 3 case. The spatial channels will be numbered starting from the top left, and going from left to right.
(a) (b) Figure 2 : Focused spots at the detector plane for a beam propagating 30km from a 75cm transmit aperture to a 75cm receive aperture with focal length 1.5m with no atmosphere using source configuration: a) 2 × 2, b) 3 × 3.
To implement an entanglement assisted QKD system, our system assumes the photon source is a Type II spontaneous parametric down conversion source (SPDC) using a periodically poled LiNbO 3 (PPLN) nonlinear crystal. The source is located at Alice, and the eavesdropper Eve is located in the channel between Alice and Bob, as shown in Figure 3 (a). Eve is not capable of gaining information from multi-pair photon signals, only from communication over the public channel. Eve is not assumed to be performing the intercept-resend attack. The BB84 protocol is implemented by using the detection apparatus shown in Figure 3 (b). The detectors are assumed to be square with a side length of 12 µm, with a pitch of 12.5 µm. The detector is modeled after the NuCrypt CPDS 1000, which operates at a wavelength of 1550nm with a detection efficiency of 0.2. The total efficiency of the detection apparatus is η = 0.1881. The probability of a dark count, is P Dark = 1.8 × 10 −5 , and the background irradiance 12 (W m −2 sr −1Å−1 ), is 8 × 10 −5 , thus the probability of the detector clicking due to background photon is P Back = 5.08 × 10 − 7.
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The secure key rate (SKR) is calculated using the security proof given by Koashi and Preskill, 2, 14 shown in Equation 2, where R is the rate of timeslots passing basis reconciliation, δ is the bit error rate (BER), f (δ) is the reconciliation efficiency,and H 2 (δ) is the binary entropy function. It is assumed the low density parity check (LDPC) codes were used for error correction, and the reconciliation efficiencies can be found in our previous work. 15 The SKR will be compared against the average number of photons produced by a Type II SPDC source using a PPLN nonlinear crystal, µ. b) The detection apparatus used to implement the BB84 protocol, consisting of two mutual unbiased basis, each containing two orthogonal polarizations.
ADAPTIVE OPTICS
To implement an AO system, a GB will be needed to measure the distortion. The GBs are assumed to be at wavelengths located around 1550nm, and will have propagated through the same phase screens as the data beams. The distortion of the GBs are measured using a Shack-Hartman WFS, that uses a 12 × 12 sub-aperture array of lenses, and corrected by a 12 × 12 actuator DM, correcting the first 56 Zernike polynomials. The AO system is simulated using the AOSim2 code provided by Dr. Johanan L. Codona, 16 where it is assumed the aperture is properly imaged onto both the DM and WFS. The number of actuators needed in an AO system to correct the wavefront entering an aperture with diameter D, can be approximated by
where r 0 is the Fried parameter. The Fried parameter for a plane wave along a horizontal path of length L, with a constant C 2 n is calculated by
When dealing with multiple spatial modes and atmospheric turbulence, the isoplanatic angle, θ 0 must also be considered, given by equation 5. 17 This is the maximum angle that light can enter the aperture, and the variance of the wavefront be less than one radian. This implies that all beams that are transmitted at an angle less than the isoplanatic angle relative to the GB will be able to be corrected by the GB.
For the different turbulence profiles, the Fried parameter, the number of actuators needed to correct the wavefront and the isoplanatic angle are shown in Table 1 . By imaging the aperture onto a DM that has a total of 144 actuators, the 10% and 50% occurrences will have an adequate number of actuators to correct the wavefront. The 90% occurrence will not be able to provide a fully corrected wavefront. Additionally, the angle that the beam is transmitted at can be compared to the isoplanatic angle. By using a pitch of 12 µm between the sources, each beam will propagate at an angle of 8.33 µrad relative to its neighboring source. The angle of propagation for the beams relative to the optical axis is: 5.89 µrad for all the sources of the 2 × 2 array, 11.78 µrad for the corner sources of the 3 × 3 array, and 8.33 µrad for edge sources of the 3 × 3 array. Comparing these values to the isoplanatic angle in Table 1 , the 10% occurrence is slightly higher for the 2 × 2 array, and almost 50% larger for the 3 × 3 array. This implies that using a single GB should be able to adequately correct the wavefront of the 2 × 2 array but not the 3 × 3. For the 50% occurrence however, the beams propagated by both multiple spatial mode configurations are at too high of an angle to be corrected by a single GB. For the 3 × 3 array, using a 2 × 2 GB array still has too high of absolute angular separation. This is further expanded for the 90% occurrence. When implementing RX AO, all of the spatial modes are coupled preventing the wavefronts of each mode from being corrected separately. Figure 4 (a) shows the schematic for an RX AO where two GBs are used. All of the wavefronts enter the receive aperture and are re-imaged onto the first DM. The corrected beams then pass through a beam splitter, with a reflectance of 99%. The portion of the beam that is transmitted through the beam splitter, passes through a narrow band (NB) filter centered at the first GBs wavelength, and then is measured by the WFS. This WFS and the first DM are in a closed loop system, allowing the AO system to correct error that can be introduced from the DM. The wavefronts reflected by the beam splitter go through the same process described for each GB, and then through a NB filter centered at 1550nm to the detection apparatus for the QKD system. The AO system applies the correction from the GB in the same order as the spatial channels are number.
To implement TX AO, the GBs must be transmitted from the receiver propagated backwards through the channel. Unlike RX AO, using TX AO, each spatial mode can be pre-corrected separately. Figure 4(b) shows the schematic for a TX AO system where two GBs are used. The GBs are split using a 50-50 beam splitter, and then through another 99-1 beam splitter, then detected by the WFS. The WFS will control the DM in that branch, located after the entangled photon source. The wavefront transmitted from the entangled source will be pre-corrected, and then spatially multiplexed with all other spatial modes using the beam splitters. In a practical AO system, there will be latency in the system. To model this the Taylors frozen flow hypothesis is applied, 18 where the wind is moving in a horizontal direction with a speed of 5 m/s. Practical DM are capable of updating at rates in the KHz. For a WFS operating at 1550nm to operate at rate close to 1 KHz, the camera must be ran in a reduced frame. A system latency of 2 ms is considered, corresponding to the WFS operating at 500 fps and each phase screen being shifted by 1 cm.
RESULTS
Before considering a system with multiple spatial modes, let us consider how AO can improve the probability a photon is detected after being transmitted through the turbulent channel for a single spatial channel. In Figure  5 , the probability that a photon is detected vs the detector side length is shown. In all of the cases, AO improves the probability of detection. When comparing RX AO to TX AO, RX AO performs better when the detector is smaller, but TX AO performs better when the detector is larger. By pre-correcting the wavefront before it is transmitted through the turbulent channel, TX AO increases the probability of the beam entering the receive aperture. The pre-corrected wavefront is not perfect, and a distortion is still induced in wavefront entering the Detector Lenght µm 40 receive aperture, causing the focused spot to smear. For a detector with a side length of 12 µm, RX AO is slightly better than TX AO for all three occurrences.
(a) (b) (c) Figure 5 : Probability that a photon is detected for a single spatial mode, with adaptive optics for: a) 10% occurrence, b) 50% occurrence, and c) 90% occurrence. .No symbol represents no AO was used, the represents RX AO was used with a single GB and + represent TX AO was used with a single GB.
Let us now consider the probability that a photon is detected for a system with multiple spatial channels. As mentioned earlier, the channels located off the optical axis will have a lower throughput than the channel located on the optical axis due to the beam not fully illuminating the receive aperture. To be able to fully characterize the performance of a system with multiple spatial mode, the full cross talk matrix is shown in Appendix A. The improvement in the probability of a photon is detected in the correct channel for the 2×2 case using AO is shown in Figure 6 and the full cross talk matrices are shown in Appendices A.1 to A.3. For the 10% occurrence the probability of a photon being detected in the correct channel, only TX AO with four GBs performs worse than not using any AO at all. Using a single GB for TX AO provides the highest detection probability on average across the four channels. Using four GBs with RX AO has slightly lower probability of correct detection than using a single GB with RX AO. Another factor to consider is the probability that the photon is detected in the incorrect channel, which can be seen by examining the cross talk matrices in appendix A.1. As to be expected, the nearest neighboring channels have higher probabilities of the photon entering them. Using a single GB with RX AO, the probability of cross talk decreases and is symmetric across all channels. However when using two GBs with RX AO, the first channel that is correct has the lowest probabilities of cross talk, and the last has the highest probability of cross talk. This is due to implementing AO in series. For TX AO, due to the shift in the phase screens, the correction is not perfect. Using a single GB, TX AO reduces the probability of cross talk, but still under-performs RX AO with a single GB. When using four guide beams with TX AO, the wavefront leaving each source is pre-corrected, and this produces the lowest probability of cross talk.
For the 50% occurrence all methods of AO increase the probability of correct detection, and the cross talk matrices are shown in Appendix A.2. When using RX AO the probability of cross talk on all the channels is higher than when no AO is considered, with four channels having a higher average probability of cross talk. Using TX AO, the probability of cross talk has mixed results with some channels having higher probabilities of cross talk than without TX AO, and others lower. The same trend occurs for the 90% occurrence as well, seen in Appendix A.3, but the probability of cross talk is now on the same order of magnitude as the probability of detecting the photon in the correct channel.
For the a system with 3 × 3 array of spatial modes, the probability a photon is detected in the correct channel is shown in Figure 7 . As expected, the channel on the optical axis, channel 5, has the highest probability of correct detection for all the channel conditions if no AO is used. Using RX AO with a one or four GBs increases the probability of correct detection than when no AO is used. Using nine GBs does not improve the probability a photon is detected in the correct channel. Using TX AO, the probability the beam enters the receive aperture increases. For the 10% case, using 9 guides beams to pre-correct the wavefront has lower probability of correct detection for the channels off optical axis than not using any AO. However, as the strength of the turbulence increases, other channels that are no longer on the optical axis start to have a higher probability of the beam entering the receive aperture, making them comparable to the channel on the optical axis. When looking at the cross talk matrices in Appendices A.4 to A.6, the difference becomes more noticeable. Using a single GB with RX AO, the probability of cross talk decreases for the 10% case, while for the 50% and 90% cases the probability of cross talk increases more for the center channel. By using the GB on the optical axis, all of the wavefronts are correct to focus onto the center detector, causing an increase in crosstalk. For using four and nine GBs, as a result of implementing the AO systems in series, the probability a photon is measured in an incorrect channel is higher for the channels that corrected first. Using TX AO, nine GBs does decrease the probability of cross talk compared to using one GB, but on average they perform better than without AO for the 10% and 50% cases.
Part of the reason using more GBs introduces more errors is that the GB does not illuminate the entire aperture. This causes the WFS to be operating on a smaller signal for portions of the aperture, decreasing the accuracy of wavefronts slope. Additionally for all the 90% cases, it is important to note that there are not enough actuators to be able to correct the wavefront, which is why the improvement is minimal.
Having analyzed the beam propagation results with and without AO, let us see how this affects the SKR. With the high loss in the 90% channel, the probability of noise is on the same order of the probability a photon transmitted is recorded. This causes the BER to be greater than 11% and no SKR can be achieved assuming the error reconciliation efficiency is ideal, f (δ) = 1. To estimate the BER, 20K sample bits are used with a confidence interval of 90% added as a statistical error. Let us start by determining the optimal scheme for the 1 × 1, 2 × 2, and 3 × 3 in the 10% occurrence, seen in Figure 8 . Starting with the 1 × 1 case, both TX AO and RX AO provide improvements to the SKR, but RX AO has a slightly higher improvement. This is expected, after looking at Figure 5(a) , where for a detector length of 12 µm, RX AO has a slightly higher probability of detection than TX AO. For the 2 × 2 case, for the majority of values of µ, TX AO using a single GB provides the best results. Using RX AO with a single GB, the performance slightly better than TX AO with a single GB for higher values of µ, because the probability of cross talk is lower. This implies that if the source transmits a multi-photon pair, more noise can be introduced. For the 3 × 3 case, the first thing to notice is using 9 GBs for either RX or TX AO, does not improve the SKR, due to the probability of cross talk increasing. Additionally, using a single GB with RX AO is slightly better than using a single GB with TX AO. This can also be seen in Figure 7 (a) and Appendix A.4, where even though using TX AO with a single guide star has higher probabilities of correct detection for the off optical axis channels, the probability of cross talk is also slightly higher. Now lets determine the AO scheme that optimizes the SKR for the 50% occurrence of the turbulence, seen in Figure 9 . Starting with the single channel, applying AO to the system improves the SKR, and the optimal method is using RX AO with a single GB. For the 2 × 2 case, unlike for the 10% occurrence, using 4 GBs with RX and TX AO provide higher SKR than using a single GB. As mentioned previously, the isoplanatic angle told us that a single GB would not be able to adequately correct all of spatial modes. Thus using GBs in the same configuration as the entangled sources, allows us to correct the wavefront effectively. For the 3 × 3 array, using a single GB with RX AO is optimal. Unlike with the 2 × 2 array, using 9 GBs with RX AO does not improve the SKR. By implementing TX AO in parallel, 9 GBs can be used to pre-correct the wavefronts, however the incorrect measurements of the slopes for the edge beams does not allow the performance to exceed using a single GB with TX AO. Having identified the AO schemes that provide the optimal SKR for each channel configuration, a comparison of how the SKR is affected by using multiple spatial modes with and without using AO is shown in Figure 10 . For both the 10% and 50% occurrences, using multiple spatial modes causes the optimal µ to shift to lower values. With higher channel cross talk, when more photon enter the channel more error can be introduced by incorrect detection. This is further increased when there is higher loss in the system. For the 10% occurrence, the SKR for a 3 × 3 channel array improves by a factor of 4.2 and the 2 × 2 channel array improved by a factor of 2.7 when the optimal AO method is used. For the 50% occurrence, the SKR for a 3 × 3 channel array improves by a factor of 1.9 and the 2 × 2 channel array improved by a factor of 1.7 when the optimal AO method is used.
Figure 10: SKR vs optimal brightness for different the optimal methods of adaptive optics using different channel configurations for the: a) 10% occurrence, b) 50% occurrence
CONCLUSION
By using multiple spatial channels the secure key rate can be increased at the price of having to use a lower optimal mean number of entangled photon pairs produced by the source. When weaker turbulence is present in the channel, more spatial modes provide a greater SKR increase. By using multiple spatial modes, cross talk is introduced between the channels, while stronger turbulence increases the probability of cross talk. To mitigate the effects of turbulence, using adaptive optics with a single GB has been shown to have the best improvement in general. The use of TX AO has been shown to increase the amount of power entering the receive aperture, but the latency in the AO system causes the focused spots to still have some distortion. Using RX AO, allows the wavefronts to be post-corrected and reduces the focused spots size. For smaller detector this provides a higher probability of detection and for multiple spatial modes reduce the probability cross talk. The use of multiple GBs was shown to provide better results with TX AO by implementing the wavefront correction in parallel, while RX AO implemented the wavefront correction in series. With the condition for isoplanatic angle not satisfied and the beam not filling the entire aperture for higher number of spatial modes, the error in the remeasured wavefront slopes is higher. Applying the corrections in series compounds the errors, reducing the efficiency of RX AO.
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